
Delta-Influence: Unlearning Poisons via Influence Functions



Background: Data Poisoning



Background: Attack Method



1. for complex attacks like WB, manually check can be very hard, 
if not impossible

2. defenders do not know what attacks are used! 
( lack of prior knowledge about the attack)

Challenge

Smooth Trigger? 
Witches’Brew?



Our Goal:
 use these seeds to systematically uncover all poisoned data
                 (abnormal observations)



The Natural Choice:
Influence Functions quantify the contribution of each training example to a particular prediction



However...
directly applying IFs on the abnormal point brings many false positives :(



Key Finding: Influence Collapse

if we “flip”the test point



Our Intuition

can understand cannot understand



Influence Collapse + Bagging





Compared Methods



Results




